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EDITORIAL

L anchester Resurgent?
The Mathematics of Terrorism Risk
Michad R. Powers

Following theterrorist attacks of September 11,2001, the United States Congress passed
the Terrorism Risk Insurance Act (TRIA) of 2002to “establish atemporary Federal program that
provides for atrangparent system of shared public and private compensation for insured losses
resulting from acts of terrorism.”[*] In return for requiring U.S. propety-liability insurers to
indudeterrorism coveragein certain critical lines of busness, thelegidation supplemented
private reinsurance coveragefor terrorism-related losses throughthe end of 2005. Two
subsquent extensons of TRIA[?] have carved outafar from “temporary” role for the U.S.
federa govenment in finanang terrorism risk.

As observed in a previouseditorial,[*] a necessary condition for private insurers and
reinsurers to remain in theterrorism-risk market istheindugry’s confidence tha total losses can
beforecast with sufficient accuracy. Inthe present editorial, | will congder the potential use of
theclassical “Lanchester equaions of military combat in forecasting the frequency of
successful terrorist attacks.

Ad HocModels

Writingin aprior issue of thisjoumd, Major (20@) proposd tha the conditiond

probability of destruction of atarget i, given tha target i is selected for attack by terrorists, be

expressed as
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where A denotes the size of theforces assigned by theterrorists to attack i,

D, denotes the size of theforces assigned by government (and possibility private security) to
defend i, and V, denotesthevalueof i asatarget (which isassumed to have a square-root
relationship to thetarget’s physcal presence). Inthisformulation, thefirst factor ontheright
hand side of equaion (1) represents the probability tha theterrorists avoid detection prior to
thar attack (derived from asimple search modd), and the secondfactor represents the
probability that theterrorists are then successful in destroying thetarget (derived from adose-
response modd).

Powers and Shen (2006)replaced the aboveformulawith
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where the parameters s ¢ >0 alow therelative impects of A, D;, and V, to manifest decreasing

(s c<1),condant (s c=1), orinceasing(s c>1) returnsto scale. The biggest conaeptud
difference between equaions(1) and (2) is the substitution of apower of D, for apower of V, in
thedenominator of the secondfactor (representing theterrorists probability of successin
destroying thetarget once they have avoided detection). Essentially, Powers and Shen (2009
viewed the secondfactor as the probability tha theterrorists prevail in thar comba engagement
with theforces defending thetarget, and used a heuristic argument based uponaclassical
gambler’ sruin modd to jugify its fundiond form (which consquently is decreasingin D).
Somewha curioudy, bath equaions(1) and (2) possess the propety tha theright-hand

sdeapproacheszeroas A " # [l Wha this meansistha astheterrorists forcesincreasein



magnitude the disadvantage of size in terms of avoiding detection eventudly outweighsthe
bendit of sizein comba. Whilethisimplicationmay beredistic in certain scenarios itiseasly
chdlenged. For example, the September 11 attacks suggest a small role for detectionin even the
boldest of attacks when thetarget isinadequaely defended.

To provideamore rigorousframework for the study of terrorism comba —andin
particular, to attempt to resolve therelative effects of physca detection and combat performance
—we consder whether or notthis form of contemporary conflict is amenable to the mathematical
modds of conventiond military comba. Specificaly, we explore whether the Lanchester
equaionsof conventiond comba may be extended appropriately to capture thevarious
characteristics of moden terrorism.

The Lanchester Equations
By far themos widdy studied mathematical modd of military comba is tha proposd

by Lanchester (1916) which may bedescribed by a system of differential equaionsof theform
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where: A= A(t) and D = D(t) denote, respectively, thesizes of theattackers' and defende's
forcesat time ¢ " 0O; k;, k, are postiverea-valued parameters denoting, respectively, the
defendas and attackers' effective destructionrates, and ”, ", and ", ”, arereal-valued

parameters reflecting thefundamental naure of the comba unde study. In hisorigind
formulation, Lanchester (1916)consdered two cases — onefor “andent” warfare, in which
", =1 #=1",=1 # =1, andonefor “moden” warfare, in which ", =0, # =1 " ,=1 #,=0.

Therationde for theformer modd arises from hand-to-hand combat, in which the



number of potential micro-engagementsis given by the produd of thetwo armies’ forces, so that
therate of attrition of each sde sforces at any time ¢ is propationd to this produd. Solvingthe

system of differential equaionsunde this assumption yieldsthe condition

©)

for theattackers [defendes] to win. Thelatter modd isintended to reflect atype of combat in
which thetwo armies fire uponeach other from adistance, so tha therate of attrition of each
sdesforcesat any time ¢ issimply propottiond to the size of the opposng army’ sforces.

Unde this assumption, the system of differential equaionsyieldsthe condition
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for theattackers [defendes] to win. Theprindpd condusonto bedrawn from Lanchester’s

I . D(o
origind andysisistha theratio of theopposng armies’ initial forces (i.e., L) plays a greater

A0)
rolein “modan” combd, whereit israised to the second power in condition (6), than in
“andent” comba, whereit israised to only thefirst power in condition (5).

Althoughthe Lanchester equaionshave enjoyed some success in military applications—
especially during World War 11, when they were used extensvely by the Alliesto allocate
reinforcements and logistical suppot —they possess several shortcomingsof both theoretical and
practical significance. Theseindude

« theassumption of homogeneousforces (i.e., bath A(r) and D(t) changecontinuousy over

time, so tha theloss of atank cannotbedistinguished fromtheloss of a soldier);

* thepurely deerministic formulation (i.e., thearmy with greater forcesis certain to win);



» theabsence of certain difficult-to-quantify comporents (specificaly, terrain, weather, and
morale); and

» thefailureto recognize certain asymmetries between armies (specificaly, differencesin
obijectives, information, and weaponty).

As military conflicts moved from the more convetiond “moden” warfare of World
Wars| and|l to themore limited but protracted engagements of the Cold War and the War on
Terror, thesignificance of the abovedrawbacks became more pronouned, and the Lanchester
paradigm log favor amongmilitary andysts. Despite alimited stream of continuing research,
Lanchester theory largdy has been replaced by simulation and role-playing techniques over the
past few decades.

Terrorism Combat

So why attempt a Lanchester approach to terrorism — where thenature of theconflict is
far from degterministic, where unusid terrain plays amajor role, and where the asymmetries of
objectives (ingilling fear vs. maintaining stability), information (surprise attacks vs. congant
vigilance), and weaponty (suicide bonmbers, airplanes, etc. vs. amore conventiond arsend) are
SO extreme?

Theanswer isquite simple. Theprindpd advantage offered by the Lanchester approach
—which can never beachieved by simulation or role-playing — is analytical tractability. Thus
given tha themotivationfor our discussion isto compute the conditiond probability of
destruction of atarge i, given tha target i selected for attack, the ability to compute this
probability explicitly is worth an attempt at overcoming the many seriousobgacles discussed
above Somewha surprisingly, mog of these shortcomingscan be addressed in areasonably

straightforward manne.



We begin by replacing (3) and (4) by the system of stochagtic differential equaiong”]

dA=" vﬁq ADdt + #,dZ, 7
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where: dZ, dZ, are standad Brownian motions ”, =" (AD,t)>0, ", =",(AD,t)>0 arethe

assodated infinitessmal standard deviations v denotes the three-dimensond volume of the
target unde attack; and g denotes a power-trangdormation parameter used to recognize the
appropriate domain of combat (e.g., g=1/3 if abuilding can beattacked throughonly its ground
level perimeter, q=2/3 if abuilding can be attacked anywhere alongits surface, as by afud-
filled airplane and ¢ =1 if abomb can be planted anywhere within a building).

Althoughany formulation with continuousvaluesfor A and D will modd heterogeneous
forces only approximately, theabovesystem possesses severa noteworthy improvements over
theorigind Lanchester modd. First, it introduces an explicit stochastic structure into an
otherwise deterministic framework. Second, it captures therole of terrain to some extent through
theparameter ¢, andislargdy unéfected by changesin weather and morae since terrorist
attacks are geneally short in duration. Third, it captures the asymmetric information assodated
with a surprise attack onthetarget throughthefunctiond forms of theinfinitesmal driftsonthe
righthand sides of (7) and (8). (Thisisbecause: (1) therate of attrition of the attackers forces
at any time t is propationd to both thesize of thedefendeas forces— since all of thedefende's
forces are available to fire on theenemy — as well asthe size of the attackers' forces divided by
v? —since thedeendas do notknow the attackers' actud physcal locationswithin the comba
domain; and (2) therate of attrition of thedefendas forces at any time ¢ is propationd to only

thesize of the attackers' forces — since the attackers know thedefende's' physcal locations)



Findly, it is ableto recognize asymmetries in weaponty merely by appropriately adjuging the
destruction-rate parameters k, and k, to have thecorrect units.

These enhancements leave oneproblem unaddressed — thefailure to recognize
asymmetriesin objectives. However, thisremainingissueis easlly resolved in finding the
probability of a successful terrorist attack, where one mug specify a definition of “victory” for
the attackers.

Essentiadly, we seek a mathematical expression for the probability that the process

described by (7) and (8) reaches the attackers' “victory” state, [A®, D], beforeit reachesthe
defendas “victory” state, [A(D),D(D)]. Thevariouspossible definitionsof [A(A),D(A)] and
[A(D), D(D)] alow for awidevariety of objectives, induding thos tha are explicitly asymmetric.
For example, a naive symmetric modd based solely uponexhauding the enemy’ s forces would
set [A(A),D(A)] =[A0] and [A(D),D(D)]= [0,D], for arbitrary postive valuesof A and D,
respectively; whereas a more sophisticated asymmetric modd might set [A(A),D(A)] =[A,D*] and
[A®,D®)] =[0,D], for some D* >0 that is sufficiently huriliating for the defenders,

To compute theattackers probability of victory directly from (7) and (8) isaformidable
task. However, employing amethod proposd by Powers (1994)for monitoring insurance-
company solvency, we can trandorm the bivariate system of (7) and (8) into aunivariate system

by identifyingafundion U = g(A D) such that
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Equdions(7) and (8) then can bereplaced with

dU =Udt+"dz, 9)
where dZ isastandad Brownian motionand " =" (U,t) > 0 is the assodated infinitesimal
standad deviation[?]

After several standad manipulations we find tha

Setting [A(A),D(A)] =[A,0] to identify theattackers' victory with total target destruction, and

letting " =" (U,t) beapostive condant, it then follows that
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where U(0) = g(A(O), D(O)) and @(") isthe cumulative distribution fundion of the standard

nomal distribution.
Conclusions

A close examinaion of equaion (10) yields thefollowing results:["]

q
(1) 1f D(0)" Wf%A(O) then p=0: For aterrorist attack of anyfixed size, a sufficiently
1

large defengve force can prevent target destruction with certainty.

2vik, A y : . .
(2) 1f D(0)< L(O),then P_<op, lim p=0,and lim p=1: Asthesize
k, "D(O) D(0)" y2vk,A(0)/k, D(0)—0

of theinitial defengve forcesinareases, thechance of target destruction decreases, and



3)
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eventually is eliminated; asthesize of theinitial defengve forces shrinks to zero, target

destructionis assured.

2v7k,A(0) then "D

If D(0) < . o)

>0, lim p=1, and lim p=0: Asthe
A(0)" # A(0)" k[D(0)]/2vk,

size of theinitial terrorist forces increases, the chane of target destruction increases,

eventually achieving certainty; asthesize of theinitial terrorist forces shrinksto its

lower bound,the chane of target destructionis eliminated.

2v° sz(O) ‘P

If D(0) < ,then —/— <0, lim p>0, and lim p =1. Asthecombat uncertainty
"# "#S "#0

of aterrorist attack increases, the chane of target destruction decreases, but cannotbe
eliminated; however, asthe combat uncertainty shrinks to zero, target destructionis

assured.

2vIiK, A .

If D(0) < L(O),then £>0, lim p<1, and lim p=0: Asthe
. N v g V" k[ D(0)]2/2k,A(0)

physical domain of aterrorist attack expands the chance of target destruction increases,

but cannotachieve certainty; however, asthe physical donain shrinks to its lower bound,

thechane of target destructionis eliminated.
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[1] See the Terrorism Risk Insurance Act (TRIA) of 2002.

[?] The Terrorism Risk and Insurance Extension Act (TRIEA) of 2005 extended most of TRIA’s provisions an
additional two years, and TRIEA of 2007 subsequently extended them afurther seven years.

[*] See Powers (2005).

[*] The author is grateful to Waleed Al Mannai and Ted Lewis for raising this issue.

[°] Thisis similar to the formulation of Perlaand Lehoczky (1977).

[°] Note that equation (9) is not mathematically identical to the system (7) and (8) because the stochastic element,
"dZ,isnot derived from " ,dZ and o,dZ,. Nevertheless, the assumption of aBrownian motionin (9) is, ceteris
paribus, just as valid as the Brownian-motion assumptionsin (7) and (8).

["] Importantly, these results are borne out for alternative functional forms of the infinitesimal standard deviation;

specifically, “(U,t)="+U and " (U,t)="U.
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